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Building a XenApp 6.0 Lab on Amazon EC2
By Roger Birong, Jr.
August 8, 2011

Not everyone has access to equipment at home or work to learn, experiment or test software. It often
requires a pretty good chunk of money up front to get started — that won’t fly for everyone. For those
who want access to fast, reliable and affordable computing power, the cloud is the perfect place to look.
In this article, we’ll cover building a 2 server lab to run Citrix XenApp 6.0 and a Domain Controller on
Windows Server 2008 R2 on Amazon’s Elastic Computing Cloud (EC2).

What You’ll Need

- Aconnection to the internet.

- An e-mail address.

- Acredit card.

- Access to Citrix XenApp 6.0 Media (ISO)
- Anhour or two.

What We're Going to Do

- Using Amazon EC2, create 2 Instances running Windows Server 2008 R2 AMIs.]
- Configure an Elastic IP Address

- Configure a Domain Controller

- Install and Configure Citrix Licensing

- Install and Configure Citrix XenApp 6.0 in a Single Farm/Zone Environment

- Install and Configure Web Interface

- Publish an Application

What We Won’t Be Doing

- Secure Gateway/SSL Access
- Multi-Zone Configuration

Creating an Amazon AWS Account

To get started, visit http://aws.amazon.com and create an account. You can use your regular

Amazon.com account if you wish. You'll need to provide a valid credit card number to complete the
process.

Creating the Domain Controller Instance

Log into Amazon AWS using the username you just created and select the Amazon EC2 tab.
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| Amazon [
J EC2

Select Launch Instance.

Amazon EC2 Console Dashboard

Getting Started =

To start using Amazon EC2 you will want to launch a virtual
server, known as an Amazon EC2 instance.

I[ Launch Instance i;

Note: Your instances will launch in the US East (Virginia)
region.

Select the Microsoft Windows Server 2008 R2 Base AMI
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Request Instances Wizard Cancel [x

CHOOSE AN AMI

Choose an Amazon Machine Image (AMI) from one of the tabbed lists below by clicking its Select button.

m| My AMIs || Community AMIs |

SUSE Linux Enterprise Server 11 32-bit (AMI Id: ami-e0a35789)
SUSE Linux Enterprise Server 11 Service Pack 1 basic install, EBS boot, 32-bit
D architecture with Amazon EC2 AMI Tools preinstalled; Apache 2.2, MySQL 5.0,
PHP 5.3, Ruby 1.8.7, and Rails 2.3.
Root Device Size: 15 GB

Microsoft Windows Server 2008 Base (AMI Id: ami-92ba43fb)

£ windows  Microsoft Windows 2008 R1 SP2 Datacenter edition and 32-bit architecture.
Root Device Size: 30 GB

Microsoft Windows Server 2008 R2 Base (AMI Id: ami- 1cbd4475)

£ windows Microsoft Windows 2008 R2 SP1 Datacenter edition and 64-bit architecture.
Root Device Size: 35 GB

Microsoft Windows Server 2008 R2 with SQL Server Express and IIS {AMI
Id: ami-42bd442b)

Microsoft Windows Server 2008 R2 SP1 Datacenter edition, 64-bit architecture
by . . v
:“ Windows Microsoft SQLServer 2008 Express, Internet Information Services 7, ASP.NET
3.5.

Root Device Size: 35 GB

Microsoft Windows Server 2008 R2 with SQL Server Standard (AMI Id: ami-
haed1fd3) S

W’ Free tier eligible if used with a micro instance. See AWS free tier for complete details and terms.

On the Instance Details page (part of the Request Instances Wizard), select Micro (Instance Type) and
an Availability Zone close to your location. We’re selecting a Micro instance here because we’re only
using it for a Domain Controller. Leave Launch Instances selected. Click Continue.

Request Instances Wizard Cancal %
0
e e

Prowide the details for your instance(s). You may also dedde whether you want to klsunch your instances as “on-demand” or
spat” instances

Humber of Instancas: 1 Availabsility Fons:

Instanog Type: I_IIwra[l.mel:.éﬂlHEll ']

¥ Launch Instances

ECZ Instances ket you pay for compute capacity by the hour with no long term commitments. This transforms what are
commonly large fived costs into much smaller vanable costs.

Request Spol Instances

Launch Instances Into Your Virtual Private Clowd

Back Cemtiniig L
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On the Advanced Instance Options page, you can leave all settings as they are and then click Continue.

On the Key/Value page, enter Role as they key and DomainController as the value.

Function ElNAE-StudyGroup

Rale Damain Controller l

Next, we'll create a new Key Pair. EC2 uses key pairs to allow you to connect to your instances. Enter a
key pair name of your choice, then select Create & Download your Key Pair. Keep this somewhere safe.

Key o t 1 Value t 1 |

Choose from your existing Key Pairs

@ Create a new Key Pair

1. Enter a name for your key pair:* |£/.£C2 |te.g., idoekey)

2 Click to create your key pair:*
'ﬂ Create & Download your Key Pair

Save this file in a place you will

remember. You can use this key pair to
aunch other instances in the future or visit
the Key Pairs page to create or manage
existing ones.

Proceed without a Key Pair

On the Configure Firewall page, select Create a New Security Group and name and describe it as you
desire. Leave the rules alone for now; we’ll come back to that later. Click Continue.
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@ Choose one or more of your existing Security Groups

Ereal:e a new Security Group

Group Name ILAEI-EI}{AE l

Group Description  |Lab, EI XAG Study Group |
Inbound Rules

Create a  Custom TCP rule ]
new rule:

Port range: | |
(e.g., 80 or 49152-65535)

Source: | |

(e.g., 152.168.2.0/24, sg-47ad482e, or
1234567890/ default)

oF Add Rule

< Back Continue En

You may now select Launch if all the settings shown are as you desire.

Launch Instance Wizard

Your instances are now launching.
Mote: Your instances may take a few minutes to launch, depending on the software you are runming.

* Wiew your instances on the Instances page

Select View your instances on the Instances page

You should then see a new instance, powered on, but without a name.

Wil s smaznm oo AW Pedumy | Devekopary  Fonams | SuppeT  Aount wehpares, Riger  Rienag b Gemege  dig
Mastic Boansin®s 1 0] WP ClowdWaich Eleséic Aapiesuce CloudFrom Oeadformatios BDS SRS TAR
Hegicn: M e Rtk e T Srwadics 2 P || i e
= UES B o AN iratarcsy [=] A8 imtance Types. =] I 4 1203 frmiseem ¥
EC2 Daihbeard Har " e A4 1D Aot Dusiee Typo States Secuity Groeps Koy Pair Hems:
= INETANCES — T e i1 timcn i soped | Do ECZ
Ipatanrea
F—— I S I it milpge @ vopped | Coin ECZ
Bassmvid lidlanus I B | amphy & s £l fimcn @ wmang  LADEILAE EHECZ

Select the empty section and edit it. Label the instance something like EIEC2-DC-01
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In 15-30 minutes, we’ll come back to this instance. That amount of time is required for EC2 to generate a
password for this instance.

Creating the Citrix XenApp Instance

Creating the instance required for the Citrix XenApp 6.0 server is nearly the same. Here are the
exceptions:

- Use a Large not Micro Instance.
- The Role tag should have a key of CitrixXenApp
- Use the existing Key Pair and Security Group

Configuring an Elastic IP Address

An Elastic IP address is a static IP that can be assigned to any single instance on the fly. It’s best used in
connection with an domain A record.

To create an elastic IP, navigate to the Amazon EC2 tab in Amazon AWS. On the left tree select Elastic
IPs from the Network & Security section.
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AWS Amaron (| Amaron

Elastic Beanstalk | 53 EC2

Region:
| = US East (Virginia) v |

EC2 Dashboard

=/ INSTAMCES
Instances

Spot Requests
Reserved Instances

= IMAGES
AMIs

Bundle Tasks

=| ELASTIC BLOCK STORE
Volumes

Snapshots

= NETWORK & SECURITY
Security Groups

Placement Groups
Load Balancers
Key Pairs

Select Allocate New Address

Addresses

Define where you want to allocate the new Elastic IP. Select EC2 from the drop down menu and then
select Yes, allocate.
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Allocate New Address Cancel |%

Are you sure you want to allocate a new
IP address?

EIP used in:

| Cancel | Yes, Allocate

Right-Click on the new Elastic IP and select Associate. Select the instance you wish to associate it with.

Voila! You now have a static IP assigned to that instance. You can then use your DNS provider to
configure an A record (e.g. ec2lab.domain.com)

Connecting to the Domain Controller Instance

On the Instances page, right-click on your Domain Controller Instance. Select Get Windows Password.

Instance Management

Connect
Get System Log
Create Image (EBS AMI)
Add/Edit Tags
Change Security Groups
Change Source [ Dest Check
~ Bundle Instance (53 AMI)
~ Get Windows Password
Launch More Like This
Disassociate IP Address
Change Termination Protection
View/Change User Data
Change Instance Type
Change Shutdown Behavior

Instance Lifecycle

Terminate
Reboot
Stop
Start

CloudWatch Monitoring

Enable Detailed Monitoring
Disable Detailed Monitoring
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Select your Key pair file (*.pem) and select Decrypt Password.
Retrieve Default Windows Administrator Password Cancel %

To access this instance remotely (e.g., Remote Desktop Connection), you
will need your Windows Administrator password. A default password was
created when the instance was launched and is available encrypted in the
system log.

To decrypt your password, you will need your key pair for this instance.
Browse to your key pair, or copy & paste the contents of your private key
file into the text box below, then click Decrypt Password.

ig Instance:

* Required field

Encrypted
Password:

Key Pair: .pem
Mote: You were prompted to download and save this when you
created your key pair.
Private Key*: " o E bk — )

C . - -

LChnuse f'_l|-E ] | = Wn‘

| Decrypt Password
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Retrieve Default Windows Administrator Password Cancel X

Password decrypted for instance i-.

Password change recommended.

We recommend that you change your password to one you will remember
and know pnivately.

Please note that passwords can persist through bundling phases and will not
be retrievable through this tool. It is therefore important that you change your
password to one that you will remember if you intend to bundle a new AMI
from this instance.

You can connect remotely using this information:

Computer: l.compute-1.amazonaws.com

User: Administrator

Decrypted
Password: _

Make note of the decrypted password.

On the left navigation tree, select Security Groups. Click on the Security Group you created during the
instance creation wizard. The bottom pane will now have 2 tabs. Make note of the Group ID and then
select Inbound.

=| IMAGES [F] & LapExes

AMIs | Delete |
Bundle Tasks

=| ELASTIC BLOCK STORE
Volumes

snapshots

Lab, El ¥AE Study Group

=/ NETWORK & SECURITY

Elastic IPs
Placement Groups 1 Security Group selected
Load Balancers @ Security Group: LAB-EIXAG
rmE Details I Inbound |
Group Name: B-EIXAG
Group ID: sg-098cafe0
Group Description: Lab, EI ¥AS Study Group
VIPC ID:

Create the following rules using the Group ID as the Source.

- AlITCP
- AllUDP
- AllICMP
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1 Security Group selecied
@ Security Group: LAB-EIXAG
Detais | Inbound®
Craata 3 Cusboen TCF nule EMP

new s Porl (Service)

Paort range: Echo Reply sg-098cafen Delete
(&0, 80 or 451 52-65535) TCP
Source: 0.0.0.00 Port {Servioe) Action

(e 192.168. 20024, sp-d47addade, or 0 - G5535
L2455 7 default) une

i Add Ruls| | [
0 - 85535 sg-D58cafn0 Delete

Your changes have not been applied yat

Fole H

Next, add the following rules with a source of 0.0.0.0/0

- HTTP
- HTTPS

- RDP

- TCP 2598
- TCP 1494

Select Add Rule after each of them, then select Apply Rule Changes.

Go back to the Instances page, and right-click on your Domain Controller and select Connect.

Instance Management

Select Download shortcut file and save the *.rdp file wherever you like then click close.
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Console Connect - Remote Desktop Connection Canc
Instance: EI-DC-01 Public DNS: - © 77 TTl.compute-1l.amazonaws.com
Log in with your credentials

Log in to your instance with your credentals:

Public DNS: l.compute-1.amazonaws.com
Username: Administrator
Password: Retrieve Password *Click if you do not know your password

You can download an RDP file for this instance which will launch Remote
Desktop Connection and connect to your instance. You will need to note
down your password because the Remote Desktop Connection software will
open in a3 new window.

[ ( Download shortcut filel

Retrieve Windows Administrator password
Need help configuring your remote access software?
Feedback

Close N

You may now use Remote Desktop Connection and the credentials provided to connect to your
instance.

Configuring the Domain
Follow the following written steps to configure your domain controller:

1. Change your password to something easy to remember. | also recommend changing the default
Administrator user account name to something unique.
Start > All Programs > EC2ConfigService Settings
Uncheck Set Computer Name...

Click Apply.

Reboot the Instance.

Reconnect to the instance.

Launch Windows Server Manager.

Select Change System Properties.

Change the name of the system to EI-DC-01 or the like.

. Click Apply and reboot the instance.

. Reconnect to the instance.

L NV R WN

[ S
N R O

. Launch Windows Server Manager again.

[
w

. Select Roles
. Select Add Roles
. Click Next

Y
[S2 -
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16. Select Active Directory Domain Services

17. Click Next twice

18. Click Install

19. Run dcpromo.exe

20. Create a new domain in a new forest.

21. Select an FQDN of your choice. We’ll use EC2.local

22. Select Windows Server 2008 R2 functional level.

23. Select DNS Server, click Next.

24. Allow the computer to use an IP addressed assigned via DHCP.
a. For the purposes of this lab, it will do just fine.

25. Click Yes to continue.

26. Click Next.

27. Set a password of your choice.

28. Click Next.

29. Click Next after verifying the settings.

30. Select Reboot on completion.

31. Your domain controller is now configured.

Installing Citrix XenApp

Retrieve and decrypt the password for EI-XA-01 as you did for the domain controller instance. Download
the *.rdp file as well and remote to the XenApp instance.

Prevent EC2 from changing the computer name at startup and reboot the instance.

Change the computer name to EI-XA-01 and reboot the instance.

Add EI-DC-01 as the Primary DNS Server on EI-XA-01. Add 8.8.8.8 as the Secondary DNS Server.
Join the EC2.lab domain and reboot the instance.

Visit http://citrix.com

Log-in or create a new account.
Select the Downloads page.

On the dropdown menu, select Citrix XenApp

Search Downloads by Product

Select One

Select One
XenDesktop

| XenClient
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Scroll down to Product Software and select the product and version you wish to use. We’re going to
select XenApp 6.0 Platinum Edition.

© Product Software Hide Downloads
KenApp 6.0

E XenApp & Fundamentals Edition Windows

[E *enapp & Platinum Edition Windows)

=] KenApp & Enterprise Edition Windows

E xenApp 6 Advanced Edition Windows

Select the .zip version of the media for easy extraction, and download the software.

English

XenApp 6 for Al 32410 452GB  iso
Windows Sarver L-EII"IQIJEIQ‘E'S

2008 R2

XenApp 6 for Al 32410 372GB zp
Windows Server Languages

2008 R2

When the download is complete, extract the .zip file to a folder on EI-XA-01 (XenApp Server)

Run autorun.exe
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) [ - s zomemz - = [ [ soorch vat_znosez .
Orgenze = (W Open  Shanmwith v Bew Folder E e 0@
Mame = Dt modified Twpe S
o Favories R Iw,.-mﬂ—l-rwu- | |
:m | secure Goteway STl TIERM P fokder
E— L Service Mondorng ERJE0L1 F160M Fibs okter
. Smartiudbor BSIE0L1 06 PM Fib= Folder
A Ubraries & Suppot W01 317 MM Fili liokfer
[3 Docurments . b Inberface AEEOLTITRM Pl Folder
o P L WWorkdlos Sucka Crchasiration B0 180 Fibs ki
E‘m . Mg Haragemant Pack AL TP Pl Folder
L. Mankop Servar BRfz0L1 =180 Fili okt
1 o . e Server Configurstbon Tool ajafzaLl xieem Fibe Folder
L Mendpp Servar Roke Manager B0 218 Fil okt
ﬂ-m b EEnbpp Server Setup BIE20L1 X18PM Pib= Fiolder
A wheth BRI 18P Fibs fokier
|| Epachs_icenss A0 1232 P Tt Dooument 1ZKD
st A0 1232 PH Setup Information 1KD
| beeree S0 1232 P Tt Doourent 28 KB
|| natios: A0 1232 PH oot Dooumen: 1K8
| Speae-Lictnss FAUE0 1232 P Tt Doounment ZKB
|| Vorbe-Liceres 1000 1232 P Tet Dooument 2KD

AAton Date modfied: 371112000 L2118 FH Diske crashed: B/9/2001 3:18 PH
Appbcation Skoe: 241 KB

Select Install XenApp Server

‘ @ View XenApp Documentation

lg Install XenApp Server

’ Manually install components

* Applications on Virtual Machines

—] Browse DVD

Open Citrix eDocs online documentation.
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Setup will now load.

Select Add Server Roles.

===

Add server roles
You do not currently have any server roles installsd.

Select the edition you wish to use. We're using Platinum Edition.

Select a XenApp edition

# Platinum Edition
Most robust and secure solution to deliver applications as an on-demand service to any user with powerful
tools for greater scalability, control and visibility of even the most complex anvironments.,

# Enterprise Edition
Proven enberprise class cn-demand application delivery solution that is optimized for managing larger
environments,

# Advanced Edition
Salid foundation for secure, on-demand application delivery to users anywhere with masimum performance.,

Read the EULA, click Agree.

Select the following roles and click Next.
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Choose XenApp roles

Choose the roles you want to add to this server below. What roles showld 1 indude in my farm?

4 Common Roles

¥ License Sarver
F XenApp

¥ Web Interface

T Merchandising Server @
{Thiz = a viriual applisnce and requines & viriual machine. )

4 Other Roles
T single Sign-on Service
™ Secure Gateway
[T Power and Capacity Management Administration
™ Edgesight Server
™ Provisioning Services
[T smartAuditor Server ©

Leave the Role Subcomponents as they are and click Next.
Click Next again.

Verify your settings and click Install.

The server will need to be rebooted throughout the install process. Each time it reboots, relaunch the

Role Manager and resume the process.
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Ci'l'll!l' XenApp Server Roles

Prerequisite requires restart

& prerequisite will require & rebaat srd resume of the installation.

|»

& License Server installed successfully.
@ License Server installed successfully,
) Remote Destop Services Raole installed successfully,
() Prerequisite requines restart was skipped dus o & pending reboat.
i) Apglication Server Role was skipped dus to a pending reboot.
i) Microscft Visual C++ 2005 SP1 Redistributable (x4} was skipped due to a pending rebost.

0 Microsoft Visual C++ 2008 5P1 Redistributable (x64) was sikipped dua 1o a pending reboot.
i) Microscft Visual C44 2008 SP1 Redistributable was skipped due to a pending reboot.

EW Mirrnenft Viaal C44 P005 SE1 Rerdictrihatahls was deinned dis tn 2 nandinn rshane

=

Note:
A prerequisite requires a reboot before resuming the installation. Please close this wizard and

restart your machine to resume.

After rebooting the instance, select Resume Install to continue.

Server Configuration Tasks

XenApp
£ Resume Install @ Mot Installed

License Server

£ Configure © Mot configured

Select Install again to continue the roles installation.

The installation is complete when you see the following screen.
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Ci'l'ﬂ!X' XenApp Server Roles

Successfully updated XenApp server roles

Xenipp Flatinum Edition has been successfully Installed.

I

D License Server watalled successfully.
€D Ucense Server nstalled successfilly.
@ Acohcation Server Role irstalled successfully,
€ Microscft Visudl C++ 2005 SP1 Redistributable (x54) installad successfully,
€D Microsoht Visusl C++ 2008 SP1 Redistributable (x64) installed successfully,
£ Micoscht Visual C+4+ 2008 SP1 Redistributable Instafled succassfully.
D Microsoit Visudl C++ 2005 SP1 Redistributable Installed succassfully.
) Mo Primary Intercperabiity Assembies 2008 inctalied successfully.

2 reuin Sedev Mananament Faanems inatallsd o rraach iy

=
Note:
Some server roles cannot be used until they are configured. Refer to the Server Role Manager
for the remaining tasks.

Click Finish.

Configuring XenApp 6.0

On the XenApp Server, launch the Server Role Manager and select Configure under XenApp.

Server Configuration Tasks

XenApp

£\ Configure @ Mot configured
Web Interface

£y Configure @ Mot configured

License Server

£y Configure @ Mot configured

Select Create a new server farm
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Choose a task to perform

# Create a new server farm
Use this option to creste & new sarver farm and then add this server 1o the farm.

# Join an existing server farm
Use this option to add this server to a server farm that already exists.

Choose a name for your new Citrix XenApp Server farm and the First Admin Account. By default, the
user you are installing XenApp as is the First Citrix administrator account. Click Next.

You’ll need to log in as this user later to configure the farm via the Citrix Delivery Services Console.
Enter basic information about the new server farm

Mew Xenfpp Server farm name:
| EC2-xA-Farm

First Citrix administrator account:
| EC2\Administrator

Select | will enter the license server information later as we have not yet configured the Licensing
Server. Click Next.

Select New Database and then click Next

Choose a database for the new server farm

Chovose a database:

"1 New database
Q Install and usa a new Microsoft S0QL Sarver Express database on this machine. This is not
— recommended for Large farms.

Existing Microsoft SQL Server database
Use an existing Microsoft SQL Server database already present on your network.

You will be prompted for Windows credentials. Enter the Domain Administrator or create a service
account in Active Directory Users and Computers. Enter this and then select OK.
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Windows Security E l

Enter Windows credentials

Enter credentials For an existing user, This account will be used as a database
administrator for the new database, Remember these credentials for okher
servers wou wish to join later,

Password

Darnain: EC2

Ik Cancel

Once entered, select OK, then verify the information and click Next.

Next, Shadowing should be configured. It's suggested to Allow Shadowing of user sessions on this
server. Select other options as you wish, then click Next.

Even if you don’t want shadowing, allow it during the install and then restrict it with policies. You will be
unable to allow shadowing once you have prohibited it in this step.

Configure shadowing

IF you allow shadowing, users may shadow other user sassions on this server, Remate contral allows keyboard and
mause interacion while shadowang.

' Prohibit shadowing of user session on this server

' 2llow shadowing of user sessions on this server
I Prohibit remote control

[ Force a shadow accaptance popup

[ Force logging of all shadow connections

IMPORTANT:
If you prohibit shadowing, the setting is permanent. If you allow shadowing now, you can change this sathing later or
owverride it with specific user policies.

You will now be presented with the Advanced Server Settings page. Here you can customize Zone
settings, XML Service settings, Web Interface URL, and Remote Desktop Users. For this example, we’ll
leave the Zone configuration to Default, change the XML Service Port to 8080, leave the Online Plug-in
blank, but modify the Remote Desktop Users group by selecting Authenticated Users. After specifying
this, select Next.
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Remote Desktop Users

[ add Anonymous users
[ Add the list of usars from the Users group

[P 244 the Authenticated Users |

Verify the settings are correct, and then select Apply.

CITRIK' XenApp Server Configuration

Ready to configure

IP'luage revievs the notes and summary information below. Slick Apply to apply the configuration. I

|s

Farm Information

Action: Create a new farm
Server farm name: EC2-XA-Farm
First Citrix administrator account: EC2\Administrator

Citrix License Server
Citrix license server information will be entered later.

Database Credentials
Username: administrator -
Domain: EC2

User Session Shadowing

Remote control: Allowed

Show shadow acceptance popup: No

Log all shadow connections: No _'

< Back Cancel

The Role Manager will now configure XenApp...
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L]
CITR!I XenApp Server Configuration

Configuring server

&P saving configuration seltings...

& Irstalling Microsoft SOL Server Express...
Creabing Cibrix data store...
Iritializing Citrix data store...

Starting Citrix [MA Sarvices...

Ragistering Citrix Administrators...

Cancel

Once complete, reboot the XenApp instance.

Server Configuration Tasks

XenApp
+f  Configured Edit Configuration &
A% Reboot @ Reboot reguired
Web Interface
Ay Conofigure @ Mot configurad

License Server

Ay Conofigure @ Mot configurad

Configuring the Web Interface
Once the instance has rebooted, we can now configure the Web Interface.

To do this, select Configure next to Web Interface on the Role manager.
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Server Configuration Tasks

XenApp

'@' Configured Edit Confiquration <2
Web Interface

£ Configure @ Mot configured

License Server

Ly Configure @© Mot configurad

The Web Interface Management Console will be launched.

For this lab, we will configure a XenApp Web Site rather than a XenApp Services Site. This means users
will be required to launch a browser and use the Web Interface to use published resources and content.

To create a new site, right click on XenApp Web Sites and select Create Site.

@ Citriz Web Interface

#endpp \Web Sites
Zenbpp Serv]  Create Sike

Refresh

Help

You can leave the default IIS site, Path and Name, but | recommend setting this site as the default page
for the IIS site. Then click Next.

Specify the 1S locatian in which the site iz hosted. Thiz determnes the LRL for wsers to access the site.
IS ste:  [Default web Sie =l
Path: | /Citrot/Xendpp/

Name:  [endpp

|F Set a3 the default page fior the 15 site I

Authentication will take place At Web Interface. Select that option from the drop down and select Next.

Verify the settings are correct, then select Next.
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[]
CITRIX

Creating Ske

Site creation in progress. .

The site will now be created, you may select Configure this site now and then click Next.

Specify a Farm Name this can be anything you like. Add the name of the XenApp Server — in our case El-
XA-01. The XML Service Port should be configured as HTTP/8080. Click Next.

Leave the Authentication Method as Explicit and then click Next.

You can Allow any domains or Restrict Domains to the following and then specify the domain you wish
to allow. For this lab, we’ll leave it as Allow any domains and then click Next.

Select the Logon Screen Appearance. We’'ll leave it as Minimal and then click Next.
Select Dual mode for the Published resource type and then click Next.

Select the types of resounces avalable to users. Sefting: can be updated ater intial configuration Eing
the Publizhed Resowce Types tazk,
" Orline
|Uzerz access applications, content, and desktops hosted on remate sarvers,

" Diffine

Uzess sheam spphcations o their desklops and open them lscaly. Llsers mios
irestall the Citrix affling plug-ir

*  Dual mode

Jzeiz access both offline applicabions and online applications. content, and
dezktopz. all on the same site,

Verify the settings, and then click Finish.

You can now access the web interface site from http://<xahostname>/ or you could assign the Elastic IP

created earlier to the XA Instance and access it externally using that IP or an A record you created.

Configuring the License Server

Launch the Citrix XenApp Server Role Manager from the start menu on the XenApp instance, then
select Configure under the License Server section.
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Server Configuration Tasks
XenApp
o  Configured Edit Configuration
Web Interface
o  Configured Edit Configuration ©

License Server

£y Configure © Not configure

You can leave the default port settings, but configure a password for the Admin account as shown
below.

License Server Configuration

Specify the nurmbers for the following ports:

License Server Part (default 27000); | 27000 —
Wendar Daeman Port (default 7279): 7279 —
Management Consale Web Port (default 8082): IEEIBE :I

Set a password for the License Administration Console:

Usernarme: admin
Passnard: |'""""'
Confirm Password: r""'1

OF, I Cancel |

If you have license files to register, you can place them in c:\program files
(x86)\citrix\licensing\myfiles\ and then run Reread License Files in the License Management Console.

Next, open the Citrix Delivery Services Console.

You'll be prompted with Configure and run discovery. Select Skip this screen in the future then select
Next.

Uncheck Single Sign-On and click Next.
Select Add Local Computer then select Next, then Next again, then Finish.
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Expand Citrix Resources > XenApp > Farm Name

Select Policies

@ Citriz Delivery Services Console
Alerts
[ Search
My Migws
= @ Cikrix Resources
= [F2 Configuration Tools
Hatfix Management
= @ Xendpp
=5 ECZ-¥A-Farm
& Administrators
B Applications
f Hiskary
(™ Load Balancing Policies
R Load Evaluators
L Poes |
= Servers
[E5 worker Groups
[#% Zones

ﬁ Single Sign-Cn

Select the Computer tab.

[@i Policies

Information I Blerts

i User I

Select New... from Citrix Computer Policies

% Citrix Computer Policies

& Edit.. [ Delete

Name the policy License Server Settings and then click Next.
From the Categories, select Licensing.

Click Add next to License server host name.
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Choose the settings that will be applied
- censing
Catmgorias: Cattings:
- a)
Active Seltings ||li, License server host name add
All Saftinga " LLicensng
ca ™ License server port Add
Licznsing
Ao Chient Reconnect )
End Liser Monitoring
araphics
Keap Sl
Mulbmada
Sty
Sarver Limits
Sessin Rdiabiity
Zhadovang
ILInenﬂ'q I__
Server Settings Zppli=s bo Xendpp £.0 or lter and NenDeskiop -
Connaction Limits The name of the sener hosting Xendpp licerses.
o 11 o Sacida 1o changs tha Boansa sanar nard, ansurs thal 3 oargs servar with tha new nama
Health Monitorng and Recovery alreasy Ests on P natwors. Becaiss loenes files are B to the Roanss server's host nama,
i ot doenboad & Iosnse fils that is generated Tor the new Boense server  you decide bo
Mareanrs TP j B T e I ) [ d

o (] | e |

Set the Value to ei-xa-01 or the name of your XenApp instance, and then select OK.

"’@. ~, License server host name

|"u’a| ue: I EL-3A-01|

You can set the port, but you should leave it as the default 27000 unless you changed it earlier in the
configuration.

Click Next.

Select which servers you wish to apply the policy (all available) and then continue on with the wizard
until it completes.

Summary
You are now able to publish resources as you wish!
We've covered:

- Registering for Amazon AWS

- Creating EC2 Instances and Networking them together
- Creating a Domain

- Installing Citrix XenApp 6.0 and related roles
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Let me know if you have any questions or find any inaccuracies in the guide. | hope this helped get
you started!
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